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1 Introduction

Fault tolerance is becoming an increasingly important
requirement in distributed systems. Many existing fault-
tolerant infrastructures assume a fail-stop behaviour, which,
however, is too idealistic to be always valid in practice.
While techniques such as checksums and error correcting
codes on storage entities can compensate or detect some
hardware faults, they cannot fully eliminate all failures.
Even more severe, faulty software can cause arbitrarily
wrong behaviour. Current software usually has a complex-
ity that makes it hardly possible to ensure it being fault-free.

Redundant provision of some functionality on multiple
hosts is an established approach to build reliable applica-
tions. For detecting random value faults of the hardware on
individual hosts, redundant execution of the same software,
combined with output voting, is sufficient. To reduce the
probability of software faults, N-version programming [1]
is an established approach, in which each replica uses a dif-
ferent realisation of the same functionality, implemented
by independent developers. However, using such redun-
dancy is expensive, as it requires multiple hosts that provide
the same functionality and an additional voter component,
which often is implemented by dedicated hardware.

The use of virtualisation technology on modern standard
hardware has again become popular in the recent years.
Systems such as User Mode Linux [4] provide virtual exe-
cution environments on top of a base operating system. Sys-
tems such as Xen [2] and VMware ESX Server [7] create a
small virtualisation layer below any operating system.

In this paper, we propose the use of virtualisation tech-
nology to provide local redundant execution and to support
N-version programming on a single host. Our solution is ef-
ficient, as all interaction between replicas and a voter com-
ponent takes place within a single host, and it is inexpensive
in terms of hardware cost, as only a single physical machine
is used. The fault-tolerance properties are similar to that of
a traditional multi-version system.

Our architecture reduces the performance of CPU-

intensive applications, as the available CPU resources are
divided between multiple virtual hosts. However, the in-
creasing popularity of multi-CPU and multi-core CPU hard-
ware provides an ideal basis for executing multiple virtual
machines on a single host.

2 The RESH Architecture

Our RESH architecture (Redundant Execution on Single
Host) provides a hypervisor-based infrastructure for the re-
dundant execution of a networked service on a single phys-
ical host. RESH assumes a hypervisor that provides virtual
machines on top of a small hypervisor layer that runs di-
rectly on the hardware; our prototype implementation will
be based on Xen [2]. RESH assumes that the hypervisor is
a trusted entity that does not fail. Having a minimal hyper-
visor kernel, without a full-featured operating system be-
neath, makes this a realistic assumption. A minimal hyper-
visor simplifies verification and test coverage, minimising
the chance of failures in the hypervisor.

In Xen, multiple operating systems run in virtual ma-
chines above the hypervisor and may have direct access
to the hardware. Usually, a single virtual machine, des-
ignated as Domain 0, provides real hardware drivers, and
the remaining set of guest operating systems use virtual de-
vice drivers that communicate with Domain 0. For RESH,
we split the Domain 0 into two isolated virtual machines
(Fig. 1). The Domain NV (network/voting) provides low-
level network drivers, a network protocol stack, and the
voting component. The remaining Domain 0 provides all
other privileged tasks, such as other hardware drivers, mon-
itoring, and management of the guest virtual machines.
This approach minimises the complexity of the Domain NV,
which provides the voter, and fully isolates it from the other
virtual machines.

We assume a system model in which the application in-
teracts with the environment exclusively by input/output via
a network. RESH uses interception at the level of TCP net-
work sockets, but could easily be extended to support other
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Figure 1. RESH System Architecture

network protocols. All input first arrives at Domain NV and
then is transparently distributed to all local replicas. The
voter in Domain NV collects the output of all replicas and
forwards the result to the output.

The RESH architecture can be used for N-version pro-
gramming. Multiple operating systems, middleware infras-
tructures, and service implementations can be deployed on
the virtual machines of the guest systems. This enables the
toleration of software implementation faults. In a simpler
setting, the same architecture can be used to execute the
same service in multiple instances. In this case, a system-
atic software fault can cause all local replicas to fail; that is,
this approach provides weaker fault tolerance. It still has its
virtues, as it enables the toleration of random faults that can
cause one of the replicas to produce erroneous values.

Obviously, RESH is not able to tolerate the complete
crash of the host. For this purpose, RESH can be combined
with replication across multiple physical hosts. In such a
setting, the benefit from RESH is that the physical host ex-
hibits fail-stop behaviour on the external interface even if
value faults caused by hardware or faulty software occur in
one of the local replicas.

3 Related Work

To the best of our knowledge, no previous work has con-
sidered using virtualisation for local redundant execution
on a single host. Several previous works, however, dis-
cuss other approaches for using virtualisation to increase
dependability. Bressoud et al. [3] propose an architecture
that offers step-lock execution of a primary and a backup
host controlled by a hypervisor. This architecture addresses
replication across multiple physical hosts, whereas our ap-
proach enables redundant execution on a single host.

Recent research on dependability and virtualisation fo-
cuses mainly on the areas of resource management, encap-
sulation, and intrusion detection. Hypervisor-based man-
agement can be used to simplify the deployment and mi-
gration of replicas, which minimises maintenance down-
time. The encapsulation of individual system components
such as device drivers in separate virtual machines can be
used to increase system stability [6]. Furthermore, virtu-
alisation enables intrusion detection by monitoring execu-

tion patterns of a guest operating system from an intrusion
detection component within a separate virtual machine [5].
These approaches also benefit from the isolation property of
virtual machines, but, besides that, have completely differ-
ent objectives than RESH has.

4 Conclusions and Future Work

We have presented the RESH architecture, which uses
virtualisation for the redundant execution of a network-
based service on a single host. This architecture is able
to tolerate non-fail-stop hardware failures using a trusted
voting component encapsulated within a virtual host. The
approach can be combined with N-version programming,
which enables the toleration of software faults. The result
is an inexpensive and efficient system, as only a single stan-
dard host is required and as all interactions between the re-
dundant instances happen locally.

The design of the RESH architecture will be imple-
mented in a Xen-based prototype, which we will use for
a detailed efficiency evaluation. In addition, fault-tolerance
properties will be analysed using fault injection. Beyond
the core RESH architecture, we will focus on the combi-
nation of local redundant execution on a single host with
replication on multiple physical hosts.
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